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Ransomware

$265B estimated cost of 
ransomware by 2031

Unplanned/Planned 
Disruptions

62.9% organizations have 
suffered a disruption 

Cloud Complexity

By 2025, 100 zettabytes of 
cloud data 

TOP CUSTOMER CHALLENGES

Need 24x7: No downtime and no data loss



Top 
Challenges 
We Hear From 
Customers

Evolving 
Threat 

Landscape

Slow Speed of 
Recovery

Ransomware’s 
Catch-22 
Dilemma

Staying in 
Compliance

Last year, 61% of 
disaster responses 
were triggered by 
ransomware

Average time to 
recover from 
ransomware is 
ONE MONTH

Lose data or pay 
ransom—and only 
4% of those who 
paid got all their 
data back anyway

GDPR, SOX, HIPAA, 
Sheltered Harbor, 
FISMA, NIST, etc



Ransomware 
Resilience 
with Zerto

#2 ISOLATE
AND LOCK

#3 TEST AND 
RECOVER

Continuous 
protection for
any app, any 

cloud, any threat 

#1 REPLICATE
AND DETECT



ZERTO 10 
Real-time 
Detection  Meets 
Real-time  
Protection

REPLICATE AND DETECT



Initial 
Access

Command & 
Control

Lateral 
Movement

Disable 
Security & 

Backup 
Agents

Encryption

* Mandiant M-Trends 2023 Report

Median dwell time: 5 – 9 days *

Recovery?

How to detect encryption and 
know if recovery is needed?

Anatomy of an Attack
Example using revised MITRE ATT&CK framework



Backup window Scanning window Recovery window

Scanning large/old 
datasets

Periodic snapshots with 
high RPO

Lengthy windows with 
production impact 

Infrequent backups

Restoring large amounts of 
data is complex

Longer RTO = Larger Ransomware Impact = Higher Cost

Backup-based Detection is Inadequate
Speed is Critical to Ransomware Resilience



Journal-Based Recovery

Rewind and recover to any point in time

17:01:56
Ransomware hits

17:01:51
Rewind and recover

Sites Apps VMs Files



Seconds Minutes Hours Days

B A C K U P

Earliest 
warning when 
an attack is 
occurring

Easily identify blast radius 
and tag compromised 

applications

No additional components 
required and included at 

no cost in Zerto 10

Detect at the point of encryption, not after backing up

Real-time detection and 
alerting at the first 
moment of impact



H O S T

P R O D U C T I O N

v C E N T E R Z V M

P H Y S I C A L
S T O R A G E

H O S T

V R AV MV M

D A T A S T O R E

Encrypted continuous 
replication

Replica

Compressed Journal
<= 30-Day Retention

R E P L I C A T I O N  T A R G E T

D A T A S T O R E

v C E N T E R Z V M

NEW inline 
encryption detection 
and alerting 

V R A

P H Y S I C A L
S T O R A G E

NO additional 
components or 
infrastructure required

NO additional cost—
included with Zerto 10

Replicate and Detect



Replicate and Detect

Zerto Journal

05/18/23 9:54:55

05/18/23 9:54:51

05/18/23 9:53:45

05/18/23 9:53:38

Suspicious anomaly

05/18/23 9:53:31

05/18/23 9:53:26

– □ X Replicate every change and 
log as recovery checkpoints 
every 5-15 seconds

Detect suspicious writes as 
they stream in and flag for 
admins to investigate

“[Zerto’s] real-time ransomware detection puts us in a much stronger position to both 
identify and mitigate ransomware attacks. This gives us confidence that we can proactively 
meet the risks presented by ransomware.”

– Network admin at manufacturing customer



Replicate and
Detect

Real-time: earliest warning of the encryption phase of an attack

Quickly identify blast radius and only recover infected VMs/apps—
and do so to a recovery point seconds before the encryption started

Minimize data loss by enabling IT or SecOps to take action mid-attack 
rather than hours or days after encryption

NO additional infrastructure required, NO impact to production, 
and included at NO additional cost in Zerto 10

Integrate with existing cybersecurity solutions—maximize power of the 
encryption analyzer without being locked into closed system



ZERTO 10 
Real-time 
Detection  Meets 
Real-time  
Protection

ISOLATE AND LOCK



EVOLVING 
SECURITY 
THREATS

NEW 
REGULATORY 

REQUIREMENTS

STRICTER 
INDUSTRY 

CERTIFICATIONS

CYBER 
INSURANCE 
DEMANDS

“Isolated recovery environments 
(IREs) with immutable data vaults 
(IDVs) provide the highest level 
of security and recovery 
against insider threats, 
ransomware and other 
forms of hacking.”

Why a Vault

Increasing pressure on organizations



Initial 
Access

Command & 
Control

Lateral 
Movement

* Mandiant M-Trends 2022 Report

Median dwell time: 5 - 9 days *

Disable 
Security & 

Backup 
Agents

Encryption Recovery?

What are the options in worst 
case scenario if ransomware 

has spread widely?

Anatomy of an Attack
Example using revised MITRE ATT&CK framework



Your data

✔ ISOLATED

✔ AIR GAPPED

✔ IMMUTABLE

✔ ZERO TRUST

Introducing the Zerto Cyber Resilience Vault

Isolated, offline, and air gapped 
with immutable data copies using
zero trust architecture

Recovery option of last resort in 
worst case scenarios



Zerto
Cyber 
Resilience 
Vault

Unlocking Rapid Air-Gapped Recovery

Combines an isolated recovery environment, or clean room, with a 
locked down data vault using unique zero trust architecture.

With no centralized control plane, the vault does not have an 
exposed management port and does not have any single point of 
compromise.

The vault enables physically air-gapped and immutable data 
copies on secure, high-performance hardware. 

Meet compliance requirements, including standards based on 
HIPAA, GDPR, SOX, Sheltered Harbor, or FISMA and NIST



P R O D U C T I O N

v C E N T E R Z V M

P H Y S I C A L
S T O R A G E

H O S T

V R AV MV M

D A T A S T O R E

Zerto Cyber Resilience Vault

Physical air gap with 
direct connect RCIP

Encrypted periodic 
replication

Encrypted continuous 
replication

Replica

Compressed journal
<= 30-day retention

R E P L I C A T I O N  T A R G E T

D A T A S T O R E

H P E  
A L L E T R A

H O S T

H P E  
P R O L I A N T

v C E N T E R Z V M

Resilience Automation 
Server manages RCIP 

port access, air gap, & 
immutability 

Immutable snapshots of all 
replicas, journals, and all Zerto 

components needed for recovery

V A U L T

H P E  
A L L E T R A

D A T A S T O R E

H O S T

RAS H P E  
P R O L I A N T

H P E  A R U B A
N E T W O R K I N G

Inline encryption 
detection & alerting 

V R A



ZERTO 10 
Real-time 
Detection  Meets 
Real-time  
Protection

TEST AND RECOVER



TEST OFTEN, TEST EXTENSIVELY

No impact
to production

Orchestrated & automated 
failover tests

Ready-made 
compliance reporting

BEFORE ZERTO

Insurance Customer

3.5 Days

AFTER ZERTO

<2 Hours



Cyber Resilience Vault Architecture - Recovery

P R O D U C T I O N

v C E N T E R Z V M

P H Y S I C A L
S T O R A G E

H O S T

V R AV MV M

D A T A S T O R E

R E P L I C A T I O N  T A R G E T V A U L T

D A T A S T O R E

H P E  
A L L E T R A

H P E  
A L L E T R A

H O S T

V R A H P E  
P R O L I A N T

D A T A S T O R E

H O S T

RAS H P E  
P R O L I A N T

v C E N T E R Z V M v C E N T E R Z V M

1 Mount VMFS from immutable snapshot 2 Power on vCenter, ESXi, and Zerto VMs 3 Recover from Zerto journal using clean checkpoint1 Select apps or
VMs to recover

2 Select clean checkpoint
from journal

4 Recover all infected
workloads within minutes

3 Non-disruptively test and
validate clean restore point



Cyber 
Resilience 
Vault ROI

Leading Backup-

Based Cyber Vault *
Zerto

Zerto
Benefits

Last Good Copy (RPO) 32 – 56 hours 4 hours >87% Reduction

Time to Restore (RTO) 16 – 18 days 2 hours >99% Reduction

Total Ransomware Impact 20+ days 6 hours >99% Reduction

Journal-Based Recovery NO YES
Only journal-based 
solution for cyber 

recovery

* Example based on customer protecting 300 VMs and 300 TBs

Rapid Recovery Means Less Ransomware Impact



Test and 
Recover

Flexible architecture enables multiple options for isolated testing 
environment and clean rooms

Easily validate clean restore points and quickly rollback to different 
checkpoint as needed

Non-disruptive tests: NO production performance, NO agents, NO 
impact to ongoing protection

No file system so difficult to infect

Rapid recovery using battle-tested orchestration & automation engine, 
including app-centric and journal-based approach to accelerate RTO



Separated vault is physically air-gapped 
and stores immutable data copies on 
secure, FIPS-validated hardware. 

ISOLATE AND LOCK

02

Easily identify clean restore points and 

then quickly recover entire multi-VM apps 

onto high-performance storage—all while 

maintaining cross-VM consistency at scale

TEST AND RECOVER

03

Streaming near-synchronous data 
replication protects every production 
write in real-time and immediately 
alerts on any suspicious anomalies. 

REPLICATE AND DETECT

01

Ransomware Resilience With Zerto



ZERTO 10 
Real-time 
Detection  Meets 
Real-time  
Protection

Enhanced and New
Protection for Azure



Current
Customer 
Challenges 

Speed of deployment 
and ease of 

management

Scaling and protecting 
1000s of vms

Seamlessly lift and 
shift to azure

Protection from 
security threats



Enhanced and Expanded 
Microsoft Azure Integration at Scale

NEW
Refactored architecture reduces 
costs, simplifies management, and 
increases scalability

NEW
Support for multi-disk consistency 
leveraging new co-developed 
Azure APIs

UPDATED
Enhanced support for highly 
orchestrated DR to, from, and 
within Azure



Migration to Azure
Seamlessly move VM workloads 
to, from, and within Azure

Disaster Recovery within Azure
Orchestrated protection at scale for 
in-cloud DR across Azure regions

Disaster Recovery to Azure
Protect data and applications 
with Azure as a remote DR site 
with immutable copies

Protection To, From, and Within Azure



O F F S I T E  R E P O S I T O R Y

Immutable Copy
From the Journal

P R O D U C T I O N

V C E N T E R Z V M

P H Y S I C A L
S T O R A G E

H O S  T

V R AV MV M

D A T A S T O R E

A Z U R E  ( U S  E A S T )

S T O R A G E
A C C O U N T

DR IaaS

B L O B  S T O R A G E

Replicas on 
Page Blobs

Compressed 
Journals on
Block Blobs

Replica

Compressed journal
<= 30-day retention

A P I

Zerto for Azure Architectures: Hybrid to Cloud
Local Replication and DR to Azure

Z C A

VRA

New architecture 
decouples 
management (ZVM) 
from replication (VRA)



Zerto for Azure Architectures: Hybrid from Cloud
DR from Azure to On-Premises

P R O D U C T I O N
A Z U R E  ( U S  E A S T )

S T O R A G E
A C C O U N T

PROD IaaS

M A N A G E D  D I S K S

A P I Z C A

V M V R AV M

D R  O N - P R E M I S E S

V C E N T E R Z V M

P H Y S I C A L
S T O R A G E

H O S  T

V R A

D A T A S T O R E

Includes new multi-disk 
consistency during cross-
region replication



Key Benefits

SCALE: grow your business at your own pace with agentless 

support for thousands of cloud VMs

SIMPLICITY: faster time-to-value and easier management 

even at enterprise scale

FLEXIBILITY: tailor protection based on your cloud journey 

from hybrid all the way to cloud-native

SECURE: reduce your risk with rapid ransomware recovery 

and hardened cloud appliances



AVAILABLE SOON ON 
MICROSOFT AZURE MARKETPLACE



Real-Time 
Detection

Protecting Azure 
at Scale

Secure 
Appliance

Cyber Resilience 
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Summary



Join us, and our guest speaker Kevin Mitnick, on May 18 for this 
live-streamed Zerto 10 launch event where you will hear 
exciting NEW announcements! 

Register Here:



ZERTO 10 
Real-time 
Detection  Meets 
Real-time  
Protection

Thank
You



ZERTO 10 
Real-time 
Detection  Meets 
Real-time  
Protection

Appendix



Cyber 
Resilience 
Vault: 
Packaging 

Four Fixed, Right-Sized Bundles

Extra Small Large

100 TBs
100 VMs

300 TBs
300 VMs

600 TBs
600 VMs

1000 TBs
1000 VMs

Zerto HPE Alletra HPE ProLiant HPE Aruba

Small Medium
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https://www.hpe.com/psnow/doc/a50007455enw
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https://www.hpe.com/psnow/doc/a00108652enw
https://psnow.ext.hpe.com/doc/a50008707enw
https://hpe.seismic.com/Link/Content/DCfhH8XCgb8Cd8hQddPX87DHGchP
https://www.youtube.com/watch?v=3rMau-gG8vc
https://hpe.seismic.com/Link/Content/DCPDcPC7PhFCHGCTXJ4hbJqd28Q3
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• PCIe 5.0 support will be dependent on PCIe 5.0 product offering to drive controllers and networking.  PCIe 4.0 devices will continue to operate at 4.0 speed.

• All drive solutions for Gen11 will be unique to Synergy 480 Gen11 product and will use BC- Basic Carrier Drives.. 
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69CONFIDENTIAL | AUTHORIZED HPE PARTNER USE 
ONLY 

Supports input voltage range of 200-

240VAC 
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A dedicated service pack has been created with the name HPE 

Synergy Service Pack (SSP). This dedicated service pack 

enables Synergy customers to use the HPE SSP as a base 

which can be customized to apply HPE Synergy hotfixes.

Beginning in May 2021, all HPE Synergy Software Releases will 

adopt the new name. 

HPE Synergy hotfixes will be released to provide Synergy 

customers a method to install critical fixes between official HPE 

Synergy Service Pack (SSP) releases. 

Each of Synergy hotfix release will have 

- Customer advisory

- Instructions for installation 

- Release compatibility details for SSP & OneView versions

Synergy hotfixes will also appear on the Synergy Software 

Overview page. 

https://techhub.hpe.com/eginfolib/synergy/sw_release_info/index.html
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Synergy SSP 2021.11.01
Synergy SSP 2022.02.01 and .02
Synergy SSP 2022.08.01
Synergy SSP 2022.11.01

RHEL 8.7, 9.1

Intel Gen11

Tier2 OS

Ubuntu 20.04, 

22.04

Oracle Linux 8.6

Target: February

ESXi 8.0 U1

Tier2 OS on Gen 11

Ubuntu 20.04, 

22.04

Oracle Linux 8.7, 

9.0

Target: April

RHEL 8.8, 9.2

SLES 15 SP5

Tier2 OS

Ubuntu 20.04, 

22.04

Oracle Linux 8.6, 

9.0

Target: July/August
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https://proposalweb.it.hpe.com/houston/Spain-Spanish/Pages/default.aspx
















https://prp-dxp.it.hpe.com/group/prp/search-display?id=344610396&cs=true
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